
COSC 2206 Internet Tools

Java Servlets
Cookies
Sessions
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What is a cookie?

A cookie is a name-value pair that can be stored on 
the client side.
Each cookie is associated with a domain
Server sends cookie with the response
When a client makes a request to a server in the 
cookie's domain it sends the cookie to the server in 
the HTTP headers.
Clients can turn off cookies so they are not useful 
in practice without an alternative such as URL 
rewriting.
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Cookie methods

Creating a cookie
Cookie c = new Cookie(name, value);

Setting the age of a cookie
c.setMaxAge(seconds);

Adding a cookie to the response
response.addCookie(c);

Retrieving cookie from a request
Cookie[] cookies = request.getCookies();
c.getName(); c.getValue();
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SetCookies example

Create three session cookies.
They expire when session exits (user closes 
browser)
Create three cookies with an age of 30 
minutes
Send cookies to the client by adding the 
cookies to the response.

http://localhost:8080/c2206/servlet/cookies.SetCookies
http://localhost:8080/c2206/setcookies

http://localhost:8080/c2206/servlet/cookies.SetCookies
http://localhost:8080/c2206/setcookies
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SetCookies

public class SetCookies extends HttpServlet
{

public void doGet(HttpServletRequest request,
HttpServletResponse response) throws
IOException, ServletException

{
// add three session cookies to response

for (int i = 0; i < 3; i++)
{

Cookie cookie = new Cookie(
"SessionCookie" + i, "Value" + i);
response.addCookie(cookie);

}
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SetCookies

// add three 30 minute cookies to request

for (int i = 0; i < 3; i++)
{

Cookie cookie = new Cookie(
"SessionCookie" + i, "Value" + i);

cookie.setMaxAge(1800); // seconds
response.addCookie(cookie);

}
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SetCookies

// Send a response (create a web page)

response.setContentType("text/html");

out.println(
// send page

);

public void doPost(HttpServletRequest request,
HttpServletResponse response) throws
IOException, ServletException

{
doGet(request, response);

}
} SetCookies.java
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Show Cookies example

To retrieve the cookies send a client request 
to the server. The cookies are returned to the 
server in an array:

Cookie[] cookies = request.getCookies();

The name and value of the cookie can be 
obtained using

cookie.getName(); cookie.getValue();

http://localhost:8080/c2206/servlet/cookies.ShowCookies
http://localhost:8080/c2206/showcookies

This won't work properly when running from PowerPoint

http://localhost:8080/c2206/servlet/cookies.ShowCookies
http://localhost:8080/c2206/showcookies
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ShowCookies

public class ShowCookies extends HttpServlet
{

public void doGet(HttpServletRequest request,
HttpServletResponse response) throws
IOException, ServletException

{
response.setContentType("text/html");
PrintWriter out = response.getWriter();

// Get the cookies sent by browser

Cookie[] cookies = request.getCookies();
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ShowCookies

if (cookies != null)
{

out.println(
"<html>\n"

+ "<head><title>Active Cookies</title></head>"
+ "<body>\n<h1>Active Cookies</h1>\n"
+ "<table border=\"1\">"
+ "<tr>\n"
+ "<th>Cookie Name</th>\n"
+ "<th>Cookie Value</th>\n"
+ "</tr>\n"
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ShowCookies

+ "</tr>\n"

// Get cookies and display them

for (int i = 0; i < cookies.length; i++)
{

Cookie cookie = cookies[i];
out.println("<tr>\n"

+ "<td>" + cookie.getName() + "</td>\n"
+ "<td>" + cookie.getValue() + "</td>\n"
+ "</tr>\n"

);
}
out.println("</table>\n</body></html>");
out.close();
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ShowCookies

}
else
{

out.println(
// no active cookies

);
}

}

public void doPost(HttpServletRequest request,
HttpServletResponse response) throws
IOException, ServletException

{ doGet(request, response);
}

} ShowCookies.java



10/26/2004 BGA 13

Survey without cookies

This allows multiple votes

http://localhost:8080/c2206/survey.html

http://localhost:8080/c2206/survey.html
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Survey with cookies

Use a Cookie to 
prevent voting 

more than once

Save results in a 
file for later 
processing
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The Survey form

<form action="servlet/survey.SurveyCookie"
method="POST">

<input type="radio" name="vote" value="0" />Java<br />
<input type="radio" name="vote" value="1" />C++<br />
<input type="radio" name="vote" value="2" />C<br />
<input type="radio" name="vote" value="3" />Perl<br />
<input type="radio" name="vote" value="4" />PHP<br />

...

<input type="submit" value="Submit Choice" />
</form>

surveycookie

surveyCookie.html

http://localhost:8080/c2206/surveyCookie.html

http://localhost:8080/c2206/surveyCookie.html
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SurveyCookie Servlet logic

Get any cookies from client
Open survey file and get the vote array
Get users choice (vote) from the form
IF user did not make a choice THEN

Display no-vote page
ELSE

IF this is the user's first time voting THEN
Update votes in the survey file
Display the results page

ELSE
Display an already-voted page

ENDIF
ENDIF
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Locating the data file

We can use the web.xml file to define the 
location of the survey file

<context-param>
<param-name>datafile.path</param-name>
<param-value>c:\tomcat\datafiles\</param-value>

</context-param>

public void init() throws ServletException
{

ServletContext context = getServletContext();
dataFilePath =   

context.getInitParameter("datafile.path");
}
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SurveyCookie

public class SurveyCookie extends HttpServlet
{

private String dataFilePath = null;

private static String[] languages =
{ "Java", "C++", "C", "Perl", "PHP",

"JavaScript", "Other" };

public void init() throws ServletException
{

ServletContext context = getServletContext();
dataFilePath =

context.getInitParameter("datafile.path");
}
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SurveyCookie

public void doPost(HttpServletRequest request,
HttpServletResponse response) throws
ServletException, IOException

{  
Cookie[] cookies = request.getCookies();
File surveyFile =

new File(dataFilePath + "surveydata.dat");

// Store the votes in an array

int[] votes = getVotes(surveyFile);

// Get the user's choice

String favorite = request.getParameter("vote");
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SurveyCookie

if (favorite == null)
{  displayNoVotePage(request, response);
}
else // user has voted
{

if (firstVote(cookies))
{  updateVotes(surveyFile, favorite, votes);

displaySurveyResults(response, votes);
}
else
{  displayAlreadyVotedPage(response);
}

}
}
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SurveyCookie

private boolean firstVote(Cookie[] cookies)
{

if (cookies == null || cookies.length == 0)
return true;

else
{  for (int i = 0; i < cookies.length; i++)

{  if (cookies[i].getName().equals("voted")
&& cookies[i].getValue().equals("true"))

return false;
}
return true; // first vote

}
}
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SurveyCookie

private int[] getVotes(File surveyFile) throws
IOException

{  int[] votes = null;
try {

if (surveyFile.exists())
{  ObjectInputStream(new FileInputStream(

surveyFile));
votes = (int[]) inFile.readObject();
inFile.close();

}
else

votes = new int[languages.length];    
} catch (Exception e) { e.printStackTrace(); }
return votes;

}
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SurveyCookie

private void updateVotes(File surveyFile,
String favorite, int[] votes) throws IOException

{
int index = Integer.parseInt(favorite);
votes[index]++;

ObjectOutputStream outFile =
new ObjectOutputStream(

new FileOutputStream(surveyFile));

outFile.writeObject(votes);
outFile.flush();
outFile.close();

}
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SurveyCookie

private void displayNoVotePage(
HttpServletRequest request,

HttpServletResponse response) throws IOException
{  response.setContentType("text/html");

String voteLink = request.getContextPath() +
"/surveyCookie.html";

PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "No vote submitted</title></head>\n"
+ "<body>\n<h3>You have not submitted a vote<\h3>"
+ "<a href=\"" + voteLink + "\">Vote</a>"
+ "</body>\n</html>\n");
out.close();

}
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SurveyCookie

private void displayAlreadyVotedPage(
HttpServletResponse response) throws IOException

{  response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "Already Voted</title></head>\n"
+ "<body>\n<h3>Sorry, you have already voted<\h3>"
+ "</body>\n</html>\n");
out.close();

}
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SurveyCookie

private void displaySurveyResultsPage(
HttpServletResponse response, int[] votes)

throws IOException
{  Cookie first = new Cookie("voted", "true");

first.setMaxAge(15); // seconds
response.addCookie(first);
response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "Survey Results</title></head>\n"
+ "<body>\n<h3>Current survey results ...<\h3>"

);
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SurveyCookie

for (int i = 0; i < votes.length; i++)
{

out.print(languages[i]);
out.print(": ");
out.print(votes[i]);
out.println("<br />");

}
out.print("</body>\n</html>\n");
out.close();

}
} SurveyCookie.java
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Session management (1)

A session is a hash table of attributes and 
each attribute is a name value pair.
Create a session if one doesn't exist else 
return a reference to it
HttpSession session = 

request.getSession(true);

Return a reference to an existing session or 
null if one doesn't exist.
session = request.getSession(false);
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Session management (2)

Setting a session attribute. The name is a 
string and the value is an object
void setAttribute(String name, 

Object value)

Retrieving an attribute from its name
Object getAttribute(String name)

Retrieving an enumeration
Enumeration getAttributeNames()
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Session management (3)

Using an enumeration to process all session 
attributes

Enumeration names = 
session.getAttributeNames();

while (names.hasMoreElements())
{

// use names.nextElement()to return
// object value
// and typecast it to appropriate type.

}
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The Survey form

<form action="servlet/survey.SurveySession"
method="POST">

<input type="radio" name="vote" value="0" />Java<br />
<input type="radio" name="vote" value="1" />C++<br />
<input type="radio" name="vote" value="2" />C<br />
<input type="radio" name="vote" value="3" />Perl<br />
<input type="radio" name="vote" value="4" />PHP<br />

...

<input type="submit" value="Submit Choice" />
</form>

surveysession

surveySession.html

http://localhost:8080/c2206/surveySession.html

http://localhost:8080/c2206/surveySession.html
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SurveySession Servlet logic

Open survey file and get the vote array
Get users choice (vote) from the form
IF user did not make a choice THEN

Display no-vote page
ELSE

IF this is the user's first time voting THEN
Update votes in the survey file
Create session and store voted attribute
Display the results page

ELSE
Display an already-voted page

ENDIF
ENDIF
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SurveySession

public class SurveySession extends HttpServlet
{

private String dataFilePath = null;

private static String[] languages =
{ "Java", "C++", "C", "Perl", "PHP",

"JavaScript", "Other" };

public void init() throws ServletException
{

ServletContext context = getServletContext();
dataFilePath =

context.getInitParameter("datafile.path");
}
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SurveySession

public void doPost(HttpServletRequest request,
HttpServletResponse response) throws
ServletException, IOException

{  
HttpSession session = null;
File surveyFile =

new File(dataFilePath + "surveydata.dat");

// Store the votes in an array

int[] votes = getVotes(surveyFile);

// Get the user's choice

String favorite = request.getParameter("vote");
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SurveySession

if (favorite == null)
{  displayNoVotePage(request, response);
}
else // user has voted
{

if ( firstVote(request) )
{  updateVotes(surveyFile, favorite, votes);

session = request.getSession(true);
session.setAttribute("voted", "true");
displaySurveyResults(response, votes);

}
else
{  displayAlreadyVotedPage(response);
}

}}
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SurveySession

private boolean firstVote(HttpServletRequest request)
{  HttpSession session = request.getSession(false);

if (session == null)
return true;

else
{  Enumeration names = session.getAttributeNames();

while (names.hasMoreElements())
{

String name = (String) names.nextElement();
if (name.equals("voted") &&

session.getAttribute(name).equals("true"))
return false;

}
return true;

}}
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SurveySession

private int[] getVotes(File surveyFile) throws
IOException

{  int[] votes = null;
try {

if (surveyFile.exists())
{  ObjectInputStream(new FileInputStream(

surveyFile));
votes = (int[]) inFile.readObject();
inFile.close();

}
else

votes = new int[languages.length];    
} catch (Exception e) { e.printStackTrace(); }
return votes;

}
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SurveySession

private void updateVotes(File surveyFile,
String favorite, int[] votes) throws IOException

{
int index = Integer.parseInt(favorite);
votes[index]++;

ObjectOutputStream outFile =
new ObjectOutputStream(

new FileOutputStream(surveyFile));

outFile.writeObject(votes);
outFile.flush();
outFile.close();

}
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SurveySession

private void displayNoVotePage(
HttpServletRequest request,
HttpServletResponse response) throws IOException

{  response.setContentType("text/html");
String voteLink = request.getContextPath() +

"/surveySession.html";
PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "No vote submitted</title></head>\n"
+ "<body>\n<h3>You have not submitted a vote<\h3>"
+ "<a href=\"" + voteLink + "\">Vote</a>"
+ "</body>\n</html>\n");
out.close();

}
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SurveySession

private void displayAlreadyVotedPage(
HttpServletResponse response) throws IOException

{  response.setContentType("text/html");
PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "Already Voted</title></head>\n"
+ "<body>\n<h3>Sorry, you have already voted<\h3>"
+ "</body>\n</html>\n");
out.close();

}
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SurveySession

private void displaySurveyResultsPage(
HttpServletResponse response, int[] votes)

throws IOException
{  response.setContentType("text/html");

PrintWriter out = response.getWriter();
out.print(

"<html>\n<head><title>"
+ "Survey Results</title></head>\n"
+ "<body>\n<h3>Current survey results ...<\h3>"

);
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SurveySession

for (int i = 0; i < votes.length; i++)
{

out.print(languages[i]);
out.print(": ");
out.print(votes[i]);
out.println("<br />");

}
out.print("</body>\n</html>\n");
out.close();

}
} SurveySession.java
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